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Summary

(1) Classification of the products to be procured : 15, 28
(2) Nature and quantity of the products tobe rent : Unified Authentication
infrastructure and Firewalls for all National Colleges of Technorogy 1 Set
(3) Type of the procurement : Rent
(4) Basic requirements of the procurement :
1)Authentication infrastructure
KOSEN common authentication server
(a)Server can authenticate users of applications,etc. of KOSEN common system.
Server supports LDAP v2 and v3 protocols.
Server supports LDAP over SSL, and allows use of arbitrary certificates.
Server allows extension of arbitrary LDAP schemas.
(b)Server can authenticate KOSENs' common network system, etc.
Server supports RADIUS protocol.
Server can authenticate users by using PAP/CHAP in RADIUS
authentication.
Server can authenticate terminals based on MAC address in RADIUS
authentication.
Server supports IEEE802.1X authentication.
Server allows registration and use of vendor-specific attributes.
(c)Server settings and management can be operated entirely through a Web
browser using HTTPS and in Japanese.
(d)A Japanese manual is available.
(e)Server has the function to maintain logs including operation history.
(fHServer offers data protection and system redundancy.
(g)Server allows use of 10,000 or more user accounts.



(h)Server allows management of account information in CSV and LDIF formats.

(i)Server can synchronize account information provided from the respective
campuses and the Headquarters Secretariat.

(j)Server can respond to power outages.

Authentication server for each campus (55 campuses)

(a)Server can authenticate users of applications, etc. of the campus-specific
system.
Server supports LDAP v2 and v3 protocols.
Server supports LDAP over SSL, and allows use of arbitrary certificates.
Server allows extension of arbitrary LDAP schemas.
Server supports POSIX authentication.

(b)Server can authenticate the network system, etc. of each campus
Server supports RADIUS protocol.

Server can authenticate users by using PAP/CHAP in RADIUS authentication.
Server can authenticate terminals based on MAC address in RADIUS
authentication.

Server supports IEEE802.1X authentication.

Server allows registration and use of vendor-specific attributes.

(c)Server can synchronize designated attributes of designated users with
another Active Directory or LDAP server.

(d)Server settings and management can be operated entirely through a Web
browser using HTTPS and in Japanese.

(e)A Japanese manual is available.

(fHServer has the function to maintain logs including operation history.

(g)Server offers data protection and system redundancy.

(h)Server allows use of 2,000 or more user accounts.

(i)Server allows management of account information in CSV and LDIF formats.

(j)Server offers the functions of Shibboleth IdP.

(k)Server offers functions, attributes, etc. for participating in the Shibboleth IdP
used by the Academic Authentication Federation ofthe National Institute of
Informatics.

(hServer can synchronize account information of designated users with the
KOSEN common authentication server.

(m)Server can respond to power outages.

Authentication server for the Headquarters Secretariat

(a)Server can authenticate users of applications, etc. of the Headquarters

Secretariat-specific system.

Server supports LDAP v2 and v3 protocols.

Server supports LDAP over SSL, and allows use ofarbitrary certificates.
Server allows extension of arbitrary LDAP schemas.

Server supports POSIX authentication.

(b)Server can authenticate the network system,etc. of the Headquarters
Secretariat.

Server supports RADIUS protocol.



Server can authenticate users by using PAP/CHAP in RADIUS

authentication.

Server can authenticate terminals based on MAC address in RADIUS
authentication.

Server supports IEEE802.1X authentication.

Server allows registration and use of vendor-specific attributes.

(c)Server can synchronize designated attributes of designated users with
another Active Directory or LDAP server.

(d)Server settings and management can be operated entirely through a Web
browser using HTTPS and in Japanese.

(e)A Japanese manual is available.

(F)Server has the function to maintain logs including operation history.

(g)Server offers data protection and system redundancy.

(h)Server allows use of 200 or more user accounts.

(i)Server allows management of account information in CSV and LDIF formats.

(j)Server offers the functions of Shibboleth IdP.

(k)Server offers functions, attributes, etc. for participating in the Shibboleth IdP
used by the Academic Authentication Federation of the National Institute of
Informatics.

(Server can synchronize account information of designated users with the
KOSEN common authentication server.

(m)Server can respond to power outages.

Synchronization between the KOSEN common authentication server and the

authentication server for each campus.

(a)Designated account information of designated users (school staff, etc.)
managed by the authentication serverfor each campus or the authentication
server for the Headquarters Secretariat can be synchronized with the KOSEN
common authentication server.

(b)KOSEN common authentication server prevents user ID collisions within
the server, and ensures the uniqueness of each user ID.
Synchronization of the authentication server for each campus of the new
reorganized KOSENSs
(a)Server for a new reorganized KOSEN will satisfy the following
requirements in addition to the requirements for the regular authentication
server for each campus.
Server allows use of a sufficient number of user accounts to cover multiple
campuses.
User information can be managed from any KOSEN campus. Account
operation from any KOSEN campus can be reflected in the authentication
servers of other campuses.
2)Firewalls (54 campuses)
Firewall offers the following security functions.
(a)Firewall function
(b)VPN function



(c)Unauthorized access detection function
(d)Anti-virus function
(e)Anti-spam function
(fHContents filtering function
(g)Application control function
Firewall has eight or more 10/100/1000 Mbps Ethernet ports.
Firewall is IPv4/IPv6 dual-stack, and offers various path control methods and
functions such as NAT/PAT.
Security functions support IPv6.
Firewall can form groups (e.g., educational and research group, school staff
group,and administrative group) in the internal network, and set different
policies for each group.
Firewall supports the user authentication methods adopted by the
authentication infrastructure procured this time, and can set different policies
according to the user group for its contents filtering function and application
control function.
Firewall provides sufficient throughput and concurrent sessions for ordinary
network use, when supposing that 1,000 clients are connected to the internal
network.
Firewall can maintain a three-month log, and offers loganalysis/reporting
functions.
Various settings, operating status, and statistics information can be browsed
through a web GUI supporting Japanese.
Firewall can respond to power outages.
A Japanese manual is available.

(5) Time limit for the submission of the requested material : 5: 00 PM 20, June, 2011

(6) Contact point for the notice : Suzuki Takashi, Finance Division,Institute

of National Colleges of Technology,Japan, 701-2 higashiasakawamachi
hachiouji-shi 193 0834 Japan, TEL 042 662 3137



