











especially the youngsters, can speak and use good
English, but their level seems to be considered
inadequate to adapt to the global society. On the other
hand, the teachers in SP institute think that their
students’ “understanding of other cultures” is not good
enough. The Singapore people might be more strongly
aware of the importance of understanding other cultures
because Singapore is a multicultural and multireligious
country.

Hong Kong
Global Q2: How much do you think students have acquired?
1) English proficiency 3 ENEENRSIENENN 50.0% 336
2] Communication skills TSNS 50.0% 143%
3) Understanding of other cultures (NI 54% 14% 1%
4} Understanding of the own country’s culture ISR 35.7% o
SUnderstanding of ather countries’ laws or social rules( RINEEG 53.6% 214% 107%
&]Understanding of the cwn country's laws or social rules 3 RTINS 46.4% TR ITAN
7) General knowledge  NEEEESTN 48% 1%
B Positiveness NI 41% 11%:
9} Challenger’s spirit ISR 43% 11% 7%
10] Cooperativeness O RSN 3[T7% 1007%
11] Sense of responsibility IS 43% A5
12} Identity as Hong Kong people NSNS 51% %
13) Technological <kil: G 50% 1%
% 200 40 0% 80% 100%
ESverymuch W4 3 2 1notatall
Singapore
Global Q2: How much do you think students have acquired?
1) English proficiency o EEEEEESINT— 375% 125%:
2} Communication skills of SN SO0 13
3) Understanding of other cultures oRIES% 625% 125% IS
4) Understanding of the own country's culture of SN 6L5% 12k
SiUnderstanding of other countries’ laws or social rules RSN 125% 625% 15
BlUnderstanding of the cwn country’s kaws or social rules oIS T L
71 General knowledge oNENSN 87.5% o
B) Positiveness of SN 50% b
9) Challenger's spirit o SNEEE 5% 7% 125%
10 Cooperativeness off SIS 615% L3
11) Sense of responsibility of SIS 50% b LR
1] Identity as Singapore pecple oHESNENN 625% O 125%

13) Technological skils IS 5% 0%

% % 40 0% BO% 100%

BS5werymuch B4 3 2 Elnotatall

Figure 4 How much students have acquired

Table 3 Rankings of Q. 2 and 3

Singapore
Ranking of Q.1 Ranking place of Q2 Ranking place of Q.3
“students need to acquire” “stud: have acquired” | "curriculum covers”
1 | Communication skills 2 1
2 | English proficiency 3 5
2 | Understanding of other cultures | 12 3
4 | Sense of responsibility 5 8
5 | Understanding of the own 7 &
country’s culture
S | Cooperativeness 4 4
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Figure 5 shows the results of question 3 that asks
how much of every item does each institute’s
curriculum cover. Table 3 shows the rankings of
question 3 corresponded to those of questions 1 and 2.
As seen in Table 3, almost all the capabilities that
teachers think students need to acquire are covered
enough in each institute. In short, HK institute’s
curriculum puts emphasis on “English proficiency” and
SP institute’s curriculum gives students good
opportunities to “understand other cultures;” yet,
students have not acquired these sufficiently.

Figure 5 How much the curriculum covers

Lastly, we discuss the item “understanding of other
countries’ laws or social rules.” Table 4 below shows
the rankings of the item in questions 1, 2, and 3. As we
can see from the result, the item appears to be
insufficiently covered in both institutes. Furthermore,
the teachers regard students’ understanding of other
countries’ laws or social rules as the worst and
recognize its necessity to some degree. In this situation,
teaching how to develop a “legal mind” presents a
possibility of bringing about positive change in both
institutes. If students have some opportunities to learn
and consider the different laws or social rules of
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different countries, it could help them improve their
qualities to respond to globalization.

Table 4 Understanding of other countries’ laws

“Understanding of other countries’ laws or social rules”

Ranking of Q.1
“students need to acquire”

10
7

Ranking place of Q.3
“curriculum covers”

12
12

Ranking place of Q2
“students have acquired”

13
13

Hong Kong
Singapore

(3) Causes of trouble or difficulties

We also asked question 4—what will cause trouble or
difficulties when students work overseas. The
respondents chose two out of the seven items we gave.
The results are shown in Figure 6 and the rankings in
Table 5. As expected from what we have discussed
above, teachers in HK institute chose “English
proficiency” and those in SP institute chose “Difference
between cultures” as the top item. Another point to pay
attention to is that “Difference in laws or social rules” is
fourth among the seven choices in HK institute and
third in SP institute. It suggests a possibility that
education on developing a “legal mind” could be an
important point under global education.

Global Q4 : What do you think will cause some
troubles or difficulties to your students

when they work for overseas companies?
0% 20% 40%

English proficiency [ ————
Communication skills |GG

Difference between cultures [ ———
Difference between laws or social rules |-
Lack of general knowledge ™
Lack of Technological skills ™ W Singapare
M Hong Kong
_—

Others

Figure 6 Causes of trouble or difficulties

Table 5 Rankings of Q. 4

Hong Kong

Ranking of 0.4 “What will cause troubles”
1
2
3

Singapore

Ranking of Q.4 “What will cause troubles”
Difference between cultures
Communication skills

Difference between laws or social rules

-

English proficiency

Difference between cultures 2

w

Communication skills

Conclusions

From the results and discussions in the above chapters,
the following things became clear. First, teachers in both
institutes think that their students need to have a stronger
sense of “business ethics” for their future career. Second,
teachers in HK institute think that the English proficiency
of their students is not good enough, and teachers in SP
institute think that their students’ understanding of
cultures is not good enough, while each curriculum
covers them sufficiently. Third, understanding of other
countries’ laws or social rules is not covered in the
curriculums of both institutes. Finally, being aware of the
difference in laws or social rules can offer good help to
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students, so as not to cause trouble or difficulties when
they work overseas.

Based on these results, we will organize a
cooperative program with HK institute that includes a
workshop for both Hong Kong students and Tomakomai
KOSEN students to discuss some problems caused by the
difference in laws or social rules and find a way to deal
with the problems from the viewpoints of business ethics
and legal mind. This will help students develop their
ability to cope with foreigners, as global engineers. We
would like to look at the effects of the workshop and
reflect them in the improvement of our global education.
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Abstract

This paper reports an implementation of the
Global Mind Training Camp (GMC) for KOSEN
(National Institute of Technology) students, which
was a collaborative project between Toyohashi
University of Technology (TUT) and KOSEN planned
by KOSEN teachers who have completed the Global
Faculty Development program (GFD). The GFD was
conducted among three institutes, TUT, Nagaoka
University of Technology, and KOSEN, from 2014 to
2017, and 26 KOSEN teachers have participated in
the program. The purposes of the GFD were to
improve their English skills for teaching special
subjects in English. As one of the follow-up projects
of the GFD, the GMC was incubated.

The GMC has been held annually since 2017 in
TUT. In 2017 and 2018, 19 and 7 KOSEN students
participated in the GMC, respectively. The GMC
became a 5-day program and the one of the topics of
the open campus programs in TUT in 2018. The
slogan of GMC is “Know Yourself and Know the
World”. In the GMC, we focused on cultivating open-
mindedness of students to other cultures.

The contents of the GMC consist of an Ice-
breaking activity of building tall towers with a piece
of paper, creating a vision map, conversation with
students in TUT, a campus tour in TUT, a lecture
about how to make an effective presentation in
English provided by native English teachers, and the
wrap-up speech.

In the survey conducted after the GMC in 2017,
the session of the conversation with TUT students who
have an experience of studying abroad was the best
evaluated session, whereas, in the survey in 2018, the
wrap-up speech, the activities of building a tall tower,
and creating a vision map were well evaluated by the
students. The reason of the different results between
two years was that most of the students participated
in GMC in 2017 have not been abroad before the
GMC, whereas those who participated in the GMC in
2018 have sufficiently experienced abroad. Actually,
three of the seven students joined GMC in 2018 were
foreign students. The GMC is going to be held in 2019
as well.
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Introduction

The Global Mind Training Camp (GMC) [1] is a
collaborative project between Toyohashi University of
Technology (TUT) and KOSEN incubated by KOSEN
teachers who have completed the Global Faculty
Development Program (GFD) [2]. The GFD has been
conducted among three institutes, TUT, Nagaoka
University of Technology, and KOSEN, from 2014 to
2017, and 26 KOSEN teachers have participated in the
program. The purpose of the GFD was to train KOSEN
teachers to be able to conduct their lectures in English
because KOSEN has recently put importance on
education of students who can be globally active in their
special fields after they graduate from the college. Also,
the GMC is the one of the follow-up project of the GFD.
The GMC is focusing on training KOSEN students who
have few international experiences to make their mind
expanded and acceptable for other cultures. The first
GMC was held in three days during September 11 to 13
in 2017, and 19 KOSEN students joined. In the second
GMC, which was held in five days from September 3 to
7 in 2018, seven students were participated in the
program. In this paper, the details of the GMC are
introduced, and the results of the survey for the KOSEN
students after each GMC program are reported.

About the Aim of GMC

The motivation of planning the GMC was to build a
follow-up project of GFD after the program. Even though
there were some GFD participants who developed a
collaborative research with faculties in Queens College
in NY, or TUT in Japan, where the GFD program was
placed, there was no project which trains KOSEN
students by making good use of the network among the
GFD members and the relationship between the institutes,
KOSEN and TUT. Hence, we proposed the GMC
program to educate KOSEN students based on the
experiences which the teachers obtained through the
GFD program, and to develop the GMC as the
collaborative and sharing project between KOSEN and
TUT.
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Even though the most of the sessions in the GMC are
given in English, the purpose of the GMC is not to
improve English skills of the students. Of course, it is
important for the students to improve their English skills
to become a professional engineer who can actively work
on a global scale. However, we believe that the most
important things needed for such engineers are the
communication ability and the mentality that leads them
to accept different cultures and to be tolerant to diversity.
We defined the theme of the GMC as “Know yourself
and know the world”, and make students recognize the
importance of understanding own culture and that there
are multiple ways to think of things which are different
from how they think. Also, expressing own opinion in a
discussion and taking actions positively in a practical
situation are important in terms of a global-minded

engineer.

In the GMC program, we focused on three abilities of
students that we need to enrich as follows:

1. Ability to use English as a communication tool
2. Ability to discover and generate new ideas derived
from the differences between opinions of themselves

and others.

3. Ability to accept diversity and perceive the things in

multiple perspectives.

As for the final destinations where students should
reach after the GMC, we set five things as follows:

1. Having own opinion to given topics
2. Expressing own opinion to others in English
3. Understanding different opinions from the other

point of view

4. Generating new ideas through the communication

using English

5. Actively joining teams with multiple perspectives

To achieve those objectives, it might be better and
faster to take students abroad and make them experience
in the international environments than making them join
the domestic training camp. Furthermore, there have
been many scholarship programs to encourage students
to study abroad lately in Japan. However, that is true that
only a handful of students can apply to such scholarship
programs and expand their own perspectives by
themselves. Actually, there are a lot of Japanese students
who can not take a step forward to experience abroad
even though they are interested in studying abroad. For
this reason, we believe that GMC could be a good
opportunity for such students, and give them a trigger to
expand their world.

Another benefit of students to join the GMC program
is that students can deeply know about TUT. TUT is the
university established for the graduated students from
KOSEN, and about 70% of all students in TUT are from
KOSEN. The GMC program is held in the classrooms in
TUT and includes a lab tour and the sessions of the
conversation with domestic and international students in
TUT. For the students who want to enter the university
after their graduation from KOSEN, joining the GMC
program is a great opportunity to know how the TUT is
in advance.

Detailed program description of GMC

Figure 1 shows the schedule of the GMC program in
2018. The first-half sessions in the schedule were
facilitated mainly by KOSEN teachers who were joined
in the GFD. The last-half was given by teachers in TUT.
In 2018, the GMC was held for five days whereas it was
for three days in 2017. In 2017 and 2018, we had 19 and
7 students from 7 and 4 KOSEN campuses, respectively.
The reason of the decline in the number of the
participants in 2018 is that the GMC was incorporated as

TUT Global Mind Camp 2018 Program Schedule

Dayl Day2 Day3 Day4 Day5
(3 Sep) (4" Sep) (5* Sep) (6 Sep) (7' Sep)
9:00 Orientation Session 2: Session 5-2: Session 9-1: Session 10:
Effective English Know yourself and find | Presentation by Wrap up speech &
Studying -- How did out your future goal ional d i
you learn English? and discussion
10:40 Session 3: Session 6:
How do we conduct Introduction to TUT
effective interview and | study abroad program
presentation
12:10 | Lunch Break Lunch Break Lunch Break Lunch Break Farewell BBQ
13:00 Opening Session
13:40 | Session 1: Session 4: Session 7: Session 9-2: b | Venue
Paper Tower Building Pra-con Presentation by TUT tourk Session 1-6,
[Discussion) students who have Meeting with TUT Presentation
studied abroad Fl.:gé:]h Advisor [15:30- preparation:
) IGNITE 105
14:40 Session 5-1: Session 8:
Know yourself and find | Talk session : Learn Session 9-1&10:
out your future goal from international Library 1F
students
15:40 | Campus tour Presentation Presentation Presentation
preparation preparation preparation
17:00 | Welcome Party

Fig.1 Schedule of GMC in 2018
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one of the programs of the open campus event in TUT
from 2018. Actually, we had only one student who
wanted to join GMC in 2019. The problem is that the
announcement of the GMC could not reach to the
potential participants appropriately. To solve this
problem next year, the GMC will be separated from the
open campus event in TUT.

Figures 2-7 show the actives implemented in the
GMC. As an ice-breaking activity, we adopted a paper
tower building as shown in Fig. 2. Students were
separated into groups and one or two international
students in TUT joined in each group. We prepared a
piece of A3 size paper and seven pieces of adhesive tape
cut into 10 cm each to each group, and students competed
to build a high paper tower by using them. During the
activity, students communicated with the members in the
group, and cooperated to build a building.

Figure 3 shows the fabrication of a vision map. To
recognize their own ambitious and desired future, we let
them create their vision map by their impression. In
advance, students prepared their preferable photos and
pictures cut from books, magazines, the Internet sites and
so on. Students pasted them on a pasteboard following
their intuition. After completing creation of a vision map,
they had a presentation in English about their ambitious
and dreams with showing the vision map.

Figure 4 shows the presentation of a Japanese student
in TUT who has experienced the internship abroad. The
participants were interested in the presentation because
they are close to the presenters in age, and they could
know the detail about the international internship
program in TUT.

Figure 5 shows the conversation session of the GMC.
We invited some international students in TUT to the
GMC and had them talk with the participants of GMC.
Before the GMC started, we asked the participants to
prepare to be able to introduce themselves in English. In
the conversation session, the partners changed every 10
minutes so that the participants could repeatedly practice
the self-introduction.

The last day of the GMC, the participants made their
final presentation in English. During the GMC, the
participants have spared about one hour for the
preparation of the final presentation each day. In the
presentation, an English teacher in TUT gave them some
advise to improve their presentation.

Besides those activities, the KOSEN students studied
how to make an effective interview and a presentation in
English, and important things to be a global-minded
engineer in the future.

Results of survey

After the GMC held in 2017 and 2018, we conducted
surveys for each participant. In 2017, we asked the
participants based on multiple options of good,
understandable, and useful about each session. Figure 6
shows the result of the survey. The most evaluated
session was the conversation session with the TUT
students who experienced studying abroad. The
participants of the GMC in 2017 were matched to those
we targeted, and we believe that the KOSEN students
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students.

Fig. 4 Presentation of TUT

ndt

=

Fig. 5 Conversation with international
students in TUT



must have expanded their perspectives through the
conversation with experienced students in TUT. Aside
from whether the sessions were useful or not for students,
basically they were satisfied with the GMC program in
2017.

In 2018, we surveyed the three most interesting
sessions in all sessions for each student. Figure 7 shows
the result of the survey in 2018. The participants in 2018
includes two international students from Malaysia, and
English ability of other students was also very high.
Therefor, we set the English level of the sessions and
lectures in 2018 to be higher than 2017. We got the
answer from 5 of 7 students, and all of them answered
that the final presentation was the most impressive one.
Then, the session of the paper tower building and the

fabrication of the vision map was the next most evaluated.

From the results of the questionnaire asking what kind of
activities the participants wanted to do, we found that
students preferred to group work than lecture style
leaning, and they wanted to have more opportunities to
speak and use English. When we planned the schedule of
the GMC in 2018, we tried to include many active
learning style sessions, but eventually the GMC in 2018
contained many presentations by students and
international students in TUT. In those sessions, we set
to spare long time for the discussion among KOSEN
students to give them the opportunities to use English, but
they did not actively discuss together. As our future tasks,
we need to think of the way that students can prepare for
the discussion in advance and actively join it. In addition,
it is also important to make the good atmosphere for
students to feel comfortable to express their opinion in
English.

Conclusions

In this paper, we reported the GMC program which
has held since 2017. In 2017 and 2018, 19 and 7 KOSEN
students participated in the GMC, respectively. The
purpose of the GMC is not to teach English to the
students but to develop the international-mindedness of
students to become an active engineer who can work on
the global stages in the future. After the GMC, we made
surveys to evaluate each session in the program. The
results showed each participant was satisfied by the GMC
program. As for our future tasks, we need to develop an
evaluation scale to measure the international mindedness
of students to analyze the effectiveness of the GMC and
to improve the sessions in the program. Also, we have to
revise the notification procedure of the GMC from the
administrative office of TUT because the GMC was
included one of the programs of the open campus event
of TUT from 2018, and the information of the GMC
became difficult to reach to potential participants in
KOSEN. Consequently, the number of the participants
reduced. To improve this point, the GMC should be
separated from the open campus events, and the
procedure of the notification of the GMC to KOSEN
students should be revised.
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Activities Good Undestandabla Usaful
Paper tower building 16 7 2|
Know yourself and find out your future goal 14 8 Tl
Learn from experiences in abroad 12 8 12]
Break with game 18 5 2|
Effactive English Study 11 7 13]
Let's writa CV 9 11 10)
How to make reactions and express your opinions 14 7 8
Campus tour 11 b 8|
Amin, Speech 11 8 9

3min. Speech [

Campus tour I

How to make reactions and express B —
your opinions
Let's write v [N
Effective English Study I
Break with game I
Learn from experiencesin abroad  [NNENGEGETNED
Know yourself and find out your [ —
future goal
Paper tower building I

=

10

®Good ™ Undestandable

20
Useful

30

Fig. 6 Result of survey for 19 students
in 2017

What sessions were you interested in the most? Select three from the options.

Session 10 Wrap up speech & presentation

Session 1 Paper tower building

Session 5 Know yourself an find out your future goal

Session 8 Talk session: Learn from international students

Session 3 How do we conduct effective interview and presentation
Session 9-2 Lab tour & meeting with TUT English advisor

Session 6 Introduction to TUT study abroad program

O OO0 0 e N W W

Session 2 Effective English Studying -- How did you learn English
Session 7 Presentation by TUT students who have studied abroad

Session 9-1 Presentation by International students and discussion

Fig. 7 Result of survey for 7 students
in 2018
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Abstract

Five Maritime Departments under the National
Institute of Technology (KOSEN Colleges) have been
working together to improve the ability of Japanese
students and instructors to use Maritime English
efficiently. Toyama, Toba, Hiroshima, Yuge and
Oshima Colleges are aiming in improving English
quality in line with maritime services to provide more
flexibility on varying circumstances. Since 2015, the
English study and training program has been
performed at NYK (Nippon Yusen Kabushiki
Kaisha) - TDG (Transnational Diversified Group)
Maritime Academy (NTMA) in the Philippines and
has been referred to as the “NYK project”. We
decided to join the project with Japanese students and
instructors. Aside from the students’ English training,
Japanese instructors were given several chances to
give lectures to Filipino students and it was successful.
For the second step, one of the KOSEN Colleges,
Oshima College decided to send a representative to
Singapore Maritime Academy (SMA) that is a
partner school in Singapore, based on the faculty
exchange program. The faculty was requested to
conduct the technical educational program in English
based on STCW (Standards of Training, Certification
and Watchkeeping for seafarers). A survey
questionnaire was conducted when the program was
over amongst the Singaporean students, and analyzed
about the invited foreign instructor depending on
each year and course. The results reflect how we
should prepare course information and
understandable topics as well as teaching skills by
using the active learning style. This paper reviews
how the English teaching experience worked for
Japanese instructors at Philippines, Singapore,
Malaysia and Korea where we had a privilege to teach.

Keywords: Maritime English, Maritime Department,
STCW, KOSEN Colleges

Introduction
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Maritime officers are specialists handling ship
navigation and maritime engineering. As for
international maritime officers, a deep knowledge of
theory, operating skill and maintenance for the ship is a
very important requirement for them. Aside from that,
they should speak English for internal or external
communication between ship to ship or ship to shore.
Actually, in practice, almost of all seafarers have
different nationalities.

All Japanese teaching staffs focus on how to teach
maritime English effectively. All training in maritime
technology departments like the course ‘Boat Handling,
Experiments and Practice’ and Onboard Training are
conducted in the Japanese language, but actually they
should speak English for internal communication on
merchant ships in the future. There is no doubt about that.

The maritime technology departments in the five
National Institute of Technology (NIT) colleges which
means KOSEN Colleges in Japan have been working
together to enhance the motivation and ability of the
students to be international maritime officers and ship
managers at sea [1]-[6]. We decided to bring the Japanese
students to NTMA in the Philippines for short-term
English training. The purpose is to experience the
importance of English by living with Filipino students of
the same age who are strongly aiming to be seafarers.
NTMA promotes the standards in maritime education
based on a variety of teaching methods delivered by
highly qualified faculty members. We, Japanese
instructors were given several chances to give lectures to
Filipino students who are involved in maritime
technology. It is very important for Japanese teachers
who are non-native English speakers to practice teaching
maritime technical subjects in English. It must be
connected with students’ motivation for English studying.
This paper reviews how the English training and teaching
experience worked for Japanese students and instructors
at NTMA.

For the second step, one of the NIT colleges, Oshima
College decided to send a faculty to Singapore Maritime
Academy (SMA) of a partner school in Singapore based
on the faculty exchange program. The faculty was
requested to conduct the technical educational program



in English based on STCW (Standards of Training,
Certification and Watchkeeping for seafarers). A survey
questionnaire was conducted when the program was over
amongst the Singaporean students, and analyzed about
the invited foreign instructor depending on each year and
course. The results reflect how we should prepare course
information and understandable topics as well as
teaching skills by using the active learning style.

This study will measure on how the teachers could
enhance their English competency using a global
approach on Maritime schools in Japan. It is based on
their experiences of teaching with the use of English as a
medium in teaching. Teachers are going to teach
technical subjects in foreign countries such as Philippines,
Singapore, Malaysia and Korea in which English
language will be the required language. It will help to
measure how can a teacher manifest teaching effectively
with the use of English language effectively.

Photo 1: Lecturing view at NTMA

Results and Discussion

Teaching experiences at NTMA

NYK-TDG Maritime Academy (NTMA) in the
Philippines ~ promotes  standards in  maritime
education through a competency-based and maritime
industry-driven curriculum that employs a variety of
teaching methods delivered by highly qualified faculty
members.

During the first half of the stay, the Japanese
instructors had a chance to be a school inspector sitting
in the classes, and Japanese students acted as temporary
participants. Photo 1 shows the lecturing view at NTMA.
A non-native English speaker, NIT instructor gave
lectures in maritime technical subject such as Marine
Auxiliary Machinery engineering in English at regular
classes. Also a NIT instructor gave a presentation of
Japanese culture and geography in English for all NTMA
students. They listened intently to the class discussion,
and there was an exchange of ideas. They raised
questions and participated in the class discussion.

At NTMA, the classes were conducted in various ways,
such as students’ discussion, presentation and exercises
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with the instructor. During most of the classes, the
instructors give their lectures using visual methods such
as Powerpoint, Video, etc. to raise the students'
understanding on the subject matter.

How to teach in English on technical subjects

We have accepted the model of Robert M. Gagne [7]
for planning the instruction to enhance English
competency of teachers. Table 1 shows the Nine
Steps of Instruction Sheet presented by him. The
procedure is as follows:

First, write the lesson plan in this sheet in detail. At
the same time, be prepared to create an opportunity to
draw out questions from the students’ side, and to include
an active learning method at a suitable time. During the
lesson, keep the sheet handy and check the flow of lesson.
After the lesson, check the time allocation and the inputs
of learning, and reflect it on the next planning sheet.

Table 1: Nine steps of instruction presented by Robert
M. Gagne

1| Gain attention
2| Tell the learners the learning objective
3| Stimulate recall of prior learning

4| Present the stimulus

5| Provide learning guidance

6| Elicit performance
7| Provide feedback

8| Assess performance

Enhance retention and transfer to other
9 |contexts

Questionnaire to the Filipino students on how they
evaluate the invited lecturer from NIT

The question lists are as follows:

QL. Is the lecturer’s teaching well-organized?

Q2. Are you interested in the topics of the lecturer?

Q3. Have you understood the content of lecture?

Q4. Are you completely satisfied with the lecture?

Q5. Is the lecturer’s English effective?

Q6. Is the lecturer’s attitude (gesture, posture, and eye
contact) effective?

For the feedback on the lecture at NTMA, we asked
the Filipino students to select one number from a scale of
one to five (see below) for each question:

1 = very disagreeable

2 = disagreeable

3 = neither disagreeable nor agreeable

4 = agreeable

5 = very agreeable.
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Figure 1: Average values to each question at NTMA

Figure 1 shows the average values for each question.
A NIT instructor gave lectures three times for each of
classes in Crankshaft, Flywheel, and Journal. They were
all 3rd year students and 81 students in total. The class
Journal got the highest score while the Flywheel got the
middle score, and the Crankshaft got the lowest score.
This means that the NIT instructor (lecturer) had become
used to teaching in English in the classes. The lowest
score shows in the Q3 as shown in the figure. That is why
the students do not completely understand the content of
lecture. Overall, they gave high values to the invited
lecturer.

Photo 2: Lecturing view at SMA

English proficiency using a global approach in SMA

For the second step, one of the NIT colleges, Oshima
College decided to send a representative to Singapore
Maritime Academy (SMA) of a partner school in
Singapore based on the faculty exchange program (see
Photo 2). The faculty was requested to conduct the
technical educational program in English based on
STCW (Standards of Training, Certification and
Watchkeeping for seafarers). He was also a non-native
English speaker like the other Japanese teachers, so
English was the only means of communication in the
class. The students were able to identify the maritime
technical professional words used in every subject, and
to determine the meaning of the maritime terminology
and their functions in the classes. For speaking
comprehension, students were assigned to do a group
activity where they have to make a plan on what to do.
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Figure 2: Average values to each question for the
invited lecturer at SMA

They had to speak in English and use some maritime
terms correctly while doing the task.

Questionnaire for the invited lecturer from NIT at
SMA

We conducted a survey questionnaire in the classes
on how the Singaporean students evaluate the NIT
lecturer. It is the same survey that we did in the
Philippines. As shown in Figure 2, you can see a hexagon
chart. Each year level is represented by the color blue of
3rd year, red of 2nd year, and green of CoC1&2 classes.
QI to Q6 means questions 1-6. Inside of it is the score
from 0 to 5. As you can see in the figure, the overall
results of the survey from the students in all levels show
that they are satisfied based on their learnings. In this
figure, the overall result of Q1, shows that the 3rd year
students from Singapore agreed that the lesson conducted
was well-organized. On the other hand, Q2 shows that
CoC 1&2 was interested with the given lecture at the
same time. Q3 shows that 3rd year students have the
highest result in which they agreed that the lesson was
understandable. This means that during the lesson, the
usage of the global approach in English as a medium in
the classroom was effective. As for the given result, in
Q5 displayed that all levels agreed on the effectivity of
the lecturer's English competency as well as the lecturer's
gesture that is given on Q6. During the lesson the
students able to ask questions and participated well with
activity.

Q1 Vl Ave. 4.44
Q2 I Ave. 4.32
Q3 Ave. 441
Q4 W Ave.4.41
Qs li Ave.4.39
Q6 I Ave.4.62
0% 20% 40% 60% 80% 10;)%
ml u2 8 m4 m5 N=71

Figure 3:_The results from all students at SMA



Figure 3 shows the average values for each question
to the different way. For example, as for the Q1 (Is the
lecturer’s teaching well-organized?), the color of yellow
green which indicates number 3 shares about 10%, the
purple which indicates number 4 shares about 40%, and
the sky blue indicating number 5 shares about 50% of 71
students in total. As a result, it is a fairly high score and
a good indicator that NIT did well in the lecture. The
Singaporean students generally gave high values on
number 4 or 5 (means agreeable or very agreeable for the
questions) of 90% in total number. The several students
agreed on giving a lower score for Question 2 to 4 (means
slightly not interested in the topics of the lecture). Q6
shows the highest value, 4.62. This means that the
students do agree or very much agree with that the

lecture’s attitude such as gesture, posture, and eye contact.

The lecturer’s teaching skills were effective in the class.
We learned a lot from the results as to how we should
prepare the interesting and understandable topics as well
as teaching skills by using active learning.

An international approach to improving the English
proficiency

Figure 4 shows the total result which I have gathered
since 2015 from the four countries [8]-[12]. The red color
represents the Philippines and it obtained the highest
score. Results in Q3 got the lowest score in Korea and
Malaysia as compared to the Philippines and Singapore.
Which means that the majority of the students didn't or
has difficulty in understanding the given content of the
lecture. On the other hand, Q6 in Korea got the highest
score in which it corresponds to the teacher's gesture,
posture and eye contact. This means, that during the
lecture, the majority of the students were focusing on the
lecturer's movement and not entirely on the given output
of the lecture. They show different results depending on
the countries. The students from the Philippines and
Singapore like the lecture that we had. This will measure
the effectiveness of the teacher’s expertise based on their
experiences of teaching English language.

Figure 5 shows what kinds of teaching methods are
effective in the class. Students think the use of video is

—Malaysia —Philippine

—Singapore=—~Korea

Figure 4: Average values to each question in the
four countries
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Figure 5: Effective teaching methods in the four
countries

one of the most effective tools in teaching. They prefer a
prepared visual presentation such as Slide, Video and
Picture. The trend of preference of students on digital
material or media is an indicator of people's fondness for
social media. They also want some games or ice breaker
to be incorporated in the lesson. That's why the quiz
category ranked number 4. The demonstration is also
chosen by the student because this activity involves
people moving about and doing something in practice.
Teachers don't have to use the same teaching methods all
the time. For the purpose of variation, the teacher has to
use different teaching methods so that students won't get
bored in the class.

Conclusions

Through the International Maritime English
Education in the classes, teachers could improve the
management and teaching skills of professional subjects
in English, and also students could learn professional
Maritime English. The instructor had gained Maritime
English Education experience in the countries where
non-native English speakers are, so we were able to
obtain mutual effects. The questionnaires for the training
were reported to prove their comprehension about
Maritime English [8]-[12].

However, the motivation to learn English passively
cannot last a long time, and it disappears as time goes by.
Only the learner's inner desire to improve is stimulated
strongly, and this could be the real source of learning
English. At the same time, teachers should, without doubt,
meditate on the course information to fit students’ needs.

Japanese people are not English native speakers and
the medium of instruction in schools is not English.
Exposure is important because it is one of the effective
ways of applying and using the English language.
Learning is an active process and is activated by the
learners. The learners are the center or the key players in
the teaching-learning process. All the activities or
learning experiences should be Active Learning style to
assist in teaching such as applying charts or tables, using
videos, websites or computer simulators, and
collaborative learning or peer tutoring etc. Consequently,
Japanese students will gain the desire to learn English if
they are willing to join the International Exchange



Activities and Internship programs that are now offered
by each Japanese maritime college.
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Abstract

Learning-by-doing is generally considered the
most effective way to learn. This paper describes how
learning-by-doing through the use of authentic use-
cases is achieved at Republic Polytehnic through joint
collaborations with industry partners. This paper
describes one such collaboration in the area of cyber
security incident response for students from a
Infocomm Security Management programme. The
role of industry in this programme and the use of
technology-assisted authentic learning use cases are
key features that will be elaborated in the paper. This
paper will also highlight Singapore’s Cybersecurity
Strategy and how the collaboration effort supports
the strategy.

Keywords: Authentic Learning, Industry Engagement,
Joint Collaboration.

Introduction

Singapore’s Cybersecurity Strategy, formulated by
the Cyber Security Agency of Singapore (2016), aims to
create a resilient and trusted cyber environment. The
strategy is formulated with the intent of enabling
Singaporeans to realise the benefits of technology
securely and so secure a better future. There are four
pillars that underpin the strategy. Firstly, the resiliency of
critical information infrastructures will be strengthened.
Secondly, safer cyberspace will be created for both
citizens as well as businesses. Thirdly, a vibrant
cybersecurity ecosystem will be developed. Last by not
least, efforts will be stepped up to forge strong
international partnerships.

As Singapore embarks to operationalise the
Cybersecurity Strategy, it is challenged with an acute
shortage of skilled cyber security professionals as
reported by Lim (2016), Cheng (2018) and Ng (2018).
Since 2015, Republic Polytechnic (RP) has been offering
a three year full-time Diploma in Infocomm Security
Management (DISM) to address this shortage. Much
effort was put into designing the DISM curriculum to be
authentic with regards use-cases, exercises, practicals
that students engage in so that it reflects what security
professionals face in the industry.
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Authentic learning is learning designed to connect
what students are taught in school to real-world issues,
problems, and applications; learning experiences should
mirror the complexities and ambiguities of real life as
described by Lombardi (2007). Also described by
Lombardi (2007), authentic learning typically focuses on
real-world, complex problems and their solutions, using
role-playing exercises, problem-based activities and case
studies. Students work towards production of discourse,
products, and performances that have value or meaning
beyond success in school; this is learning by doing
approach as described by Pearce (2016). Students say
they are motivated by solving real-world problems. They
often express a preference for doing rather than listening
as described by Ambrose et al., (2010). At the same time,
most educators consider learning by doing the most
effective way to learn.

For years, authentic learning has been difficult to
implement. Certain experiments are too dangerous,
difficult, or expensive to conduct in the classroom; many
are simply impossible to perform. With the emergence of
technologies, students can be offered authentic learning
based on action and experimentation as reported by
Lombardi (2007). This can be done through joint-lab
collaborations with the industry partners.

As such, DISM has collaborated with many security
industry players such as RSA, Palo Alto Networks,
Trend-Micro in the area of curriculum development,
students’ final year projects, etc, with the aim of bringing
relevant and authentic learning to our students.

Joint-Laboratory Collaboration

RP-RSA’s Security Operations Centre (RP-RSA
SOC) laboratory is a joint collaboration effort between
SOI and RSA for students from DISM. The lab is one of
the many joint laboratories set up with industry partners
to provide real-life learning experience. The RP-RSA
SOC laboratory allows students to have hands-on
practical experience in operating various SOC software,
as well as experience the operations of a SOC in a
simulated setting.
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Figure 1. RP-RSA SOC Laboratory

The RP-RSA SOC Laboratory is set up for the
delivering of the module C377 (Security Information
Management) taken by students from the Diploma in
Infocomm Security Management. The laboratory is
equipped to simulate realistic cyber-attack scenarios.
Figure 1 shows the interior of the RP-RSA SOC
laboratory. This includes the Security Incident & Event
Management (SIEM) software, host computers, servers,
network switches, network taps, firewalls and traffic
generator. Figure 2 shows the network diagram of the
RP-RSA SOC Laboratory.

Figure 2. Network diagram of the RP-RSA SOC
Laboratory

Authentic Learning Through Use Cases

Use cases are widely applied in the teaching of
multiple disciplines as highlighted by Christensen (1981).
Use cases allow for realistic, complex and context-rich
scenarios. Teaching with use cases can help students
actively engage in class participation and achieve
positive learning outcomes. Within the context of a
cybersecurity learning programme like DISM, we have
incorporated real-world simulated industry cyber-attack
use cases into the curriculum. Various use cases are re-
created and simulated within the RP-RSA SOC
laboratory environment. Some of these cyber-attack
scenarios, which include Distributed Denial of Service
(DDOS), Ransomware and Advanced Persistent Threats
(APT), were created with the help of industry inputs from
RSA. for the module, C377 (Security Information
Management). Students investigate and work on these
scenarios using industry standard software provided by
RSA. Students are also taught the security incident
response procedures as documented in the NIST Incident
Handling Guide written by Cichonski, et al. (2012).
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In C377 (Security Information Management),
students were engaged in the investigation of seven
cyber-attack use cases. In this paper, two use cases will
be highlighted and discussed. The first use-case is related
to the WannaCry ransomware attack that infected more
than 230,000 computers worldwide as reported by
Palmer (2018). The second -cyber-attack use-case
concerns a data breach incident.

The module C377 (Security Information
Management) uses the Problem-Based Learning (PBL)
pedagogy as the platform to apply authentic use-cases to
engage students in their learning. The key learning
activities of a typical PBL class is explained by Yew and
O'Grady (2012) and shown in Table 1.

Duration
Thour

Learning Phase
Learning Phase 1

Key Learning Activities
Exploration of problem and
learning issues

Self-directed research,
collaborative learning

Lecturer's feedback/guidance,
formulation of response to
problem and overcoming
learning obstacles

Group presentation and critique
Lecturer feedback and summary
of learning issues

Assessment of students' learning

Table 1. A typical day of a PBL class

Learning Phase 2 | 1.5hours

Learning Phase 3 | 2hours

In learning phase 1, the problem statement or scenario
is the key to triggering students' learning and is scoped
for the duration of the specific lesson. The problem
statement or scenario serves to guide the students on an
inquiry path to help them identify, search and investigate
the scenario, work in teams, reason and justify to form
opinions, apply known tools, convince others and reflect
regularly on the investigation they do (Wang, Fong &
Alwis, 2005).

During learning phase 2, well-designed scaffolding is
provided to guide them towards developing a
comprehensive response to the problem statement or
scenario. Soft scaffolding occurs more dynamically in
class through the skillful facilitation of the lecturer and
through team discussions, while hard scaffolding is pre-
planned in the form of laboratory worksheets and
resources that accompany the problem statement or
scenario as highlighted by Saye & Brush (2002).

In learning phase 3, students are required to present
and defend their solution to the problem statement or
scenario in front of their classmates and lecturer.

1. Cyber Attack Use Case: WanaCry Ransomware
Attack

Problem Statement:

One of the student’s laptop in SureAce University was
infected with an encryption-based ransomware known as
“WannaCry” after opening an attachment from an email
(see figure below). The case is escalated to RP’s SOC for



further investigation and an incident with severity level 1
has been logged.

e

Check Payment

WannaCry Ransomware Message

As a security analyst, you are required to investigate and
respond to the incident.

At the beginning of the class, the lecturer will
generate a simulated WannaCry Ransomware attack on a
virtual machine. For learning phase 1 of the PBL
approach, the students analyze the articulated problem
scenario (in this case, the WannaCry Ransomware) and

also discuss the detection strategy for such a cyber-attack.

Worksheets are provided to the students as hard
scaffolds. The questions raised in the worksheet are
carefully designed to help students explore the nature of
ransomware attacks. For this particular problem, students
are required to research and explain the concept of
cryptoviral extortion which is the foundation and genesis
of all ransomware attacks. The worksheet questions helps
the students to move from exploring to a basic understand
of the nature of ransomware attacks to the methods of
detecting such attacks. Students are required to apply the
NIST Incident Handling Guide and start investigating the
alerts triggered on the SIEM monitoring dashboards to
verify the incident (see Figure 3). After confirming the
incident, students will perform containment on the
infected computers based on the analysis from the
Endpoint Threat Detection and Response Dashboard as
shown in Figure 4.
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Figure 4. Endpoint threat detection and response
dashboard

Further analysis on the network traffic and endpoint
behavioural analysis is done to identify the malware
behaviour on an infected laptop as shown in Figure 5.

RP S0 WS WING

Figﬁré 5 Other data analyzed as pé;t of the problem
solving process

Solutions and recommendations on the recovery steps
are proposed by the students based on the analysis from
the network traffic and logs.

20, Sugpest and recommend the steps that can be taken for each of the incident

b. Eradication and Recavery

Containment actions can take place concurrently with analysis activities. In this

phase, infected machines are juolated to atop the spresd of the ransomware by

discomnecting the computers from the network or shutting them down, This

phase ends when all infected machines have been isolated from clean

machiines.. Some of the activities that can be performed in this phase:

o Locate the asset, call the end user, and notify them te leave the system on,
but disconnect the network cable

+ Discuss with the end user about the malware detected and determine if any

suzpieious setivity seeurmed wuch BS & redirect 1o Bn unUSusl 2ite oF I they

downloaded ©r received an email with an attachment. Append any

information obtained to the incident record.

Obtain the binary, if available, using a secure thumb drives by Zipping and

password protecting the file,

Using analysis taols such as Virus Tatal, have the binary analyzed, obtain the

MD5 hach value, and have Vinus Total scan the file to determine if malicious

or not. Append any data to the incident record.

Figure 6. Sample solutions proposed by students

2. Cyber Attack Use Case: Data Breach

Problem Statement:

This morning, Jason the security analyst attended the
shift handover briefing. After the briefing, while
performing a routine check, he noticed that the
monitoring system had triggered many alerts. He
suspected that there is a possible security breach and
immediately reported the case.

Based on an initial investigation on the alerts, a data
breach is detected. An incident has been created and you
are to assist Jason in the investigation. In your
investigation, you are required to document all findings
and to recommend for any containment, eradication and
recovery processes based on your investigation.

Just like the Wannacry Ransomware attack scenario,
the lecturer will generate the data breach scenario at the
beginning of the class. During learning phase 1, students
will explore and discuss the problem scenario and discuss
the detection strategy for this cyber-attack.



Worksheets are again used as hard scaffold for this
problem statement. Students are to recap on the concept
of the Cyber Kill Chain methodology as described by
Hutchins, Cloppert and Amin (2011) which was covered
in the previous specialisation module (C332 — Intrusion
Detection & Prevention Systems). Recapping this
methodology is important as the students are required to
map Cyber Kill Chain phases to the various attack
activities. The worksheet also provide students with the
necessary resource to understand the MITRE ATT&CK
framework as described by Strom et al. (2018). Students
will learn to map the attacker’s activities to the
appropriate MITRE ATT&CK tactics and techniques.
Each team start with investigating on the alerts triggered
on the SIEM monitoring dashboards to verify the incident
as shown in Figure 7.

Figure 7. SIEM alerts monitoring dashboards

Students are to follow the NIST Incident Handling
Guide to further analyse the network traffic and logs to
identify the source of the attack and the various attack
vectors used by the attacker based on the Cyber Kill
Chain methodology and MITRE ATT&CK Framework
shown in Figures 8 & 9.

Chronological Record of Events

13:43:50

13:37:52
13:38:20
13:38:41

13:39:46
13:45:27

13:40:05

13:42:56 | 13:46:57
‘ 13:49:20

Figure 8. Reconstructing events based on investigation

Cyber Kill Chain Process

Phase Related Activities

Reconnaissance | « Brute-force admin password

¢ Enumerating user account, user group and account
information from Active Directory (RP-SOC-AD1) (using NET
USER command)

+ Attempt to access confidential files in a share drive \\RP-SOC-
FTP1\confidential\consclidate_financial_statements_2018.pdf

Delivery e Direct Remote Desktop Protocol (RDP) used to access the

server RP-SOC-AD1 and RP-SOC-FTP1

Exploitation e Exploiting weak admin password

Installation e Created new user account “Dave”

Assign “Dave” with administrative rights (privilege escalation)

Actions on « Exfiltrated the file
Objectives consolid d_financial_st
the administrative account “Dave”

,_2018.pdf with the use of
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Figure 9. Mapping to the cyber kill chain
methodology

Each team will need to propose or recommend the
necessary eradication and recovery steps after analysis.
Figure 10 shows sample solutions proposed.

20.Mantify tha WITRE ATTECK TECHMIQUES based on the warious acthvitiss

. Based on o nvestigation; suggest the incidens respanse steps belom.
performed by the attacker,

Tncident Rezper

Tactics
Initish dccass

[Technigues

Containment: |+ Change the passwords far the user account admin o diable

min
coount EhEsEr. £hin

te desktap service on RP-S0C-AI

BEL s compater for memory forensic
i

* Seize gl

Eradication: | Set

far authentication, no-
stead of using a shared

in the Confidential Falger

Literal arvement

Recavery:

p-50L

C
FTP1 to awn computer

+ Data from Neswork |+ Copy files from RP-50C-
B FIFT L

Exflration " E Over
Command and

Control Channel
+ Remate Fhe Copy

ps00
FTP1 to awn compunter

+ oy files from RP-50C-
FIFT L i

Figure 10. Sample solutions proposed

Module Survey

A student survey to gather feedback on this module
and the use of authentic learning with industry
partnership was conducted. The questions are shown in
Table 2 and the outcome of the survey are shown in
Figure 12. On the whole, the survey rated an average of
4.5 out of 5, for all questions.

Ql The lessons are designed to help me find my
OWn resources.

Q2 The lessons are designed to encourage
sharing of ideas.

Q3 The learning activities helped me think about
my learning approach.

Q4 The lessons provided opportunities for me to
help my classmates learn.

Q5 The lessons provide opportunities to learn
from my classmates.

Q7 I find the module relevant to the job I may
undertake in future.

Q7 There is a variety of learning activities to
engage me in my learning.

Q8 My overall rating of module delivery is...

Table 2. Module Survey Questions

4 50
4.56
i ii

Ql Q2 Q3 Q4 Q5 Q6 Q7 Q8
Figure 12. Survey Result for Q1 — Q8




Most of the students found the lessons interesting and
engaging. Students appreciated the use of authentic
learning in the curriculum and they have noted the
benefits of applying theory and knowledge to real-world
practical problems.

Industry Study Visits
Besides collaborating with industry on use cases,

industy study visit is also one of the point of collaboration.

The purpose of study visits is to allow students to see
theory being applied in practice and the opportunity for
students to enquire of the security professionals on site
their specific issues/challenges on the ground which can
enrich and complement their classroom learning. During
the course of the module C377 (Security Information
Management), a visit to the Thermo Fisher Asia Pacific
SOC was organised for the DISM students (see Figure
11). The SOC provides incident monitoring, incident
alerting and incident response/management for Thermo
Fisher Scientific in the APAC region. In the visit, the
professionals shared how they response to various
security incidents. This allowed the students to relate
what they learnt in the classroom to that of the industry
practices.

- -

Figure 11. Visit to Thermo Fisher APAC SOC

Conclusions

The practice of authentic learning for cyber security
has yielded a number of benefit for both the institution
and students. The use of industry real-world cyber attack
scenarios in the lessons brings authenticity and relevance
to the cyber security curriculum where students ability to
apply the knowledge and skills gained has seen students
being more engaged and enthusiastic with their learning.
This is evident from the positive module feedback
received at the end of the semester. The use of industry
real-world cyber-attack scenarios also exposes students
to the operations of a SOC in a safe and controlled
environment so that they will be better equipped and
ready to fulfil job functions of a SOC security analyst.
Industry study visits further expose students to the
experiences of SOC practitioners where they will hear
first hand ‘stories from the trenches’ and also learn about
the issues and challenges on the ground.
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